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4. Executive Summary

41. Summary

This PIA considers the privacy impacts of the deployment by Te Tahuhu o te Matauranga | The Ministry of
Education (the Ministry; MoE) of the Student, Measurement, Achievement and Reporting Tool (SMART; the
solution). SMART is a digital platform designed to support teaching and learning by providing a consistent
way to deliver, manage, and report on student | 8konga assessments across the New Zealand education
system.

SMART will be delivered as a software-as-a-service platform by Janison Solutions Pty Ltd (Janison), an ASX-
listed company that provides online assessment and learning solutions around the world. Personal information
in SMART will be hosted by Janison in Microsoft Azure NZ, with disaster recovery in Sydney. Security
measures that include role-based access controls, encryption, access logging and audit trails.

SMART will replace the legacy “e-asTTle” tool and will deliver twice-yearly assessments across key learning
domains for students | 8konga in Years 3-8, with potential extension to Years 9-10. It is designed to improve
fairness, reduce teacher | kaiako workload and provide consistent national data to support teaching practice
and system-level decision-making.

A large volume of personal information, particularly of students | akonga, will be handled by the solution. The
personal information of children is considered sensitive given children’s inherent vulnerability and more limited
agency than adults. It is expected that the personal information of approximately 432,000 children | tamariki,
22,400 teachers | kaiako and 6,160 school | kura administrators will be processed to assess and report on
student achievement and progress across the New Zealand education system.

The Ministry remains accountable under the Privacy Act 2020 (Privacy Act) for all personal information in

1o K

SMART, with Janison handling that information as the Ministry’s “agent” under section 11 of the Privacy Act.

Key findings

e Overall view: SMART aims to deliver educational benefits for students | akonga, teachers | kaiako,
schools | kura and the Ministry. While the privacy risks are not negligible, particularly around
transparency, accuracy, use limitation and retention, they are manageable with appropriate targeted
controls.

e Compliance: SMART is broadly compliant with the Information Privacy Principles (IPPs) in the Privacy
Act. The information provided indicates that the collection of personal information is lawful and
proportionate to education purposes (IPP 1), with the predominantly indirect collection of personal
information by the Ministry through schools being generally justifiable under exceptions in IPP 2 and
IPP 3A. However, current transparency arrangements for direct collection activities are incomplete
and a dedicated privacy statement for SMART is required (IPP 3). Accuracy obligations (IPP 8) and
retention/disposal requirements (IPP 9) depend on Ministry and school processes being designed and
implemented.

¢ Risk assessment: Most of the identified risks are rated medium under current controls, moving to low
or medium residual risk ratings where the recommended actions are implemented.
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o Transparency: The Ministry has not developed a clear privacy statement for SMART and
may be perceived as not sufficiently transparent about the way personal information is
indirectly collected and processed in SMART (noting we consider available exceptions will
mean the Ministry is likely to be compliant under the incoming IPP 3A) (R01, R02).

0 Accuracy: Inaccurate personal information from school Student Management Systems
(SMS) may be imported into and relied on in SMART, leading to potential errors, unfair
outcomes and unreliable decision-making (R04).

o Data retention: Potential excessive retention of personal information given the criteria and
processes for the retention and disposal of personal information in SMART are yet to be
defined or implemented (RO5).

0 Scope creep: There is potential for scope creep if SMART data is later re-purposed without
adequate governance processes in place (R06).

0 Security: The overall security posture of the platform at the time of drafting appears to be
sound, noting this is not a formal security assessment (which will be conducted via the
Ministry’s formal Certification and Assurance process (C&A), to be completed separately). We
note that but the potential severity of any security breaches means that even the limited
security-related risks we found still present a Medium residual risk (R03).

Key recommendations

1.

Publish a clear, age-appropriate SMART Privacy Statement for students | dkonga, their families |
whanau and educators before full deployment (IPP 3). The Ministry also has an important education
sector-wide role to play in raising awareness of privacy issues and supporting school transparency
efforts, for example by providing schools with templated privacy notice wording.

Finalise the agreement with Janison, ensuring appropriate and enforceable contractual obligations are
placed on Janison in respect of its role as a data processor and handling of the personal information
in SMART.

Carefully assess and address potential data quality and accuracy issues in SMART, including
conducing an Al Impact Assessment where generative Al is used in the Platform.

Establish, document and operationalise rules and processes for personal information retention and
disposal and the monitoring of secondary uses of SMART data to prevent scope creep (i.e. use of
personal information beyond the purpose for which it was originally collected).

By implementing these recommendations, the Ministry can ensure SMART achieves the intended educational

outcomes while remaining consistent with the Privacy Act and minimising related risks. Ongoing oversight and

proactive communication will be critical to maintaining trust and managing residual risks as SMART is

embedded and scaled.

4.2,

Scope of Assessment

This PIA considers the collection and processing in SMART of the personal information of New Zealand
students | akonga, teachers | kaiako and school | kura administration staff.

It assesses compliance with the Privacy Act, incorporating consideration of other legislation as relevant,
including the Education and Training Act 2020, the Public Records Act 2005, the Education (School Boards)
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Regulations 2020 and the Education (National Student Numbers) Notice 2023. It identifies key privacy and
broader privacy-related risks.

In preparing this assessment, Simply Privacy has relied upon information, statements and representations
provided by the Ministry. Simply Privacy provides no warranty of completeness, accuracy or reliability in
relation to any such information, statements or representations. This assessment is not legal advice and its
contents should not be treated as a legal opinion.

4.2.1. Out of Scope

This PIA does not consider the handling within SMART of the personal information of Ministry staff, school
compliance with the Privacy Act, the use of generative Al in the platform or the use of SMART by a small
number of “realm” schools from the Pacific Island. We understand that, in the case of realm schools,
information will transit from New Zealand to the relevant country.

This PIA does not consider compliance with any laws other than those stated above. While it considers and
may identify high-level security risks, it does not consider technical security risks associated with SMART and
is not a security assessment. Those issues will be considered in the separate C&A process to be undertaken
by the Ministry.

4.3. Dependencies

This section identifies relevant privacy assessments and any known issues with implementation of privacy
enhancing controls that could impact the compliance of SMART.

Any issues identified in this section are not owned by the SMART Business Owner. However, any variations
to handling of information within a solution that are specified by SMART and/or differ from an established
pattern, for example access settings and policies, are considered the responsibility of the Business Owner.

The Privacy team has not yet established a monitoring and renewal process for privacy assessments. It
currently relies on the business to initiate renewal of privacy assessments, which is typically triggered by
Certification and Accreditation renewal. Therefore, older privacy assessments may not reflect an initiative or
solution’s current privacy risk profile.
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personal information the Ministry collects directly into SMART relates to student assessment results
and accessibility settings.

o Benefits: SMART is intended to improve the consistency and fairness of assessment delivery, reduce
administrative burden on schools and give teachers better information to support student progress. At
the system level, it enables the Ministry to monitor achievement patterns and support equity, without
creating public “league tables” or disclosing personal information inappropriately.

SMART will eventually replace the Electronic Assessment Tools for Teaching and Learning (e-asTTle), an
online curriculum assessment tool developed to assess students’ achievement and progress. SMART aims to
address the various limitations of e-asTTle, which is constrained by an ageing, bespoke design that limits
enhancements and integration and includes assessment content that is outdated, misaligned with the updated
curricula and culturally/linguistically inappropriate in places. It also relies on a mix of manual and automated
marking, which can create heavy workload for teachers. In addition, a PIA conducted on e-asTTle identified
various privacy risks including potential unfair collection methods (IPP 4), over-permissive teacher access (IPP
5) and the lack of disposal functionality leading to over-retention (IPP 9).

In its place, SMART will enable twice-yearly assessments for all students | akonga in Years 3-8 across six
learning domains, with the option to extend to Years 9-10. SMART is expected to generate consistent data
about student learning to:

e provide the teacher | kaiako and school | kura with a view of the student’s progression aligned to the
New Zealand Curriculum (NZC) | Te Marautanga o Aotearoa (TMoA);

e inform the student | akonga and their parents and whanau about their learning progress and next
learning steps, noting this will be generated in SMART but provided to parents and whanau by schools
from SMS data; and

e support decisions at all levels of the education system, including meeting government targets for
student achievement.

6.2.2 Background and context

This project is part of the assessment and aromatawai workstream of the wider Curriculum and Assessment
Change Programme (CACP). The CACP is a multi-year work programme (spanning 2021-2027) being
delivered by the Ministry that will make significant changes to the national curriculum ecosystem, including
associated curricula, teaching and learning resources. That includes introducing a strategically driven, whole-
of-pathway approach to assessment, aromatawai, reporting and monitoring that will make good quality data
about students’ learning available to inform teaching and learning, provide timely information to parents,
whanau and caregivers, and inform decisions at every level of the education system.

The practice of aromatawai is a holistic, indigenous approach to learning and teaching that uses assessment
as a deliberate and considered way of understanding mokopuna Maori and their learning journey. It is not
derived from Western education models of measurement or used to judge or rank. An aromatawai approach
provides indigenous ways of confirming akonga progress, achievement, success and next learning steps.

It is envisaged that SMART will be an up-to-date assessment and aromatawai tool aligned to the updated New

Zealand Curriculum (NZC) and Te Marautanga o Aotearoa (TMoA) to assist teachers and kaiako to support
students and akonga on their learning journey.
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6.2.3 About the solution

Following completion of Request for Information and Request for Proposal processes, the Ministry selected
Janison Solutions Pty Ltd (Janison) to deliver the SMART solution. The solution has been re-named as
SMART from its original name of “Assessment and Aromatawai” (AAT).

Janison is an Australian-owned, ASX-listed company that provides online assessment and learning solutions.
It develops digital platforms used by schools, governments and professional bodies to deliver large-scale digital
assessments. Its online assessment platform, Janison Insights, is used in more than 117 countries, including
the Australian National Assessment Program — Literacy and Numeracy.

Janison Insights, which underpins SMART, was developed in collaboration with multiple education authorities,
including the OECD (for PISA for Schools), state and national government bodies and professional institutions
like the British Council and Chartered Accountants ANZ. It is designed to accommodate high-volume testing
scenarios and supports features such as offline test delivery, multi-factor authentication, role-based access
controls, and integration with external systems.

Janison was selected as the provider of SMART based on an assessment of the Janison Insights platform.
Janison’s solution was assessed positively for its reliability, scalability and strong support for educators |
kaiako, including helping schools use assessment data to improve learning outcomes.

Janison will deliver SMART as a Software as a Service solution in an environment dedicated to the Ministry.
Janison hosts and runs SMART, including the platform, servers and cloud environment. It is responsible for
the technical operation of the SMART platform, including availability, performance, security monitoring,
backups and patching.

6.2.4 Data classification

Data has been classified as “IN-CONFIDENCE” under the New Zealand Government Information Security
Manual (NZISM), which details the processes and controls that are essential for the protection of New Zealand
Government information and systems.

The IN-CONFIDENCE classification reflects that a compromise of information will have impacts that include
adverse impacts on the privacy of New Zealand citizens. It is used when unauthorised disclosure could cause
harm to the organisation, government or individuals and is intended for official information that is not suitable
for public release but does not warrant the higher protection of SENSITIVE. Handling expectations of IN-
CONFIDENCE classified data include that it should only be accessed on a need-to-know basis, can usually
be stored and transmitted within standard government ICT systems accredited for IN-CONFIDENCE and, if
sent externally, agencies are expected to apply reasonable safeguards (e.g. encryption). Disposal of
information should be by secure means.

6.2.5 Role of the Ministry

The Ministry will provide access to SMART to students | akonga, teachers | kaiako and schools | kura for the

purposes of assessing and reporting on student learning. The Ministry will also use the information collected
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into and generated by SMART to inform decision-making across the education system, including in relation to
resourcing and support in meeting government targets for student achievement. To do this, the Ministry will
analyse SMART data in its Education Data Warehouse (EDW). Assessment results from SMART will be stored
in the EDW for research and longitudinal and education-system level summarised reporting.

As such, the Ministry is responsible for the governance and use of SMART, including deciding what personal
information goes into SMART, compliance with the Privacy Act 2020 and Ministry data policies, providing
secure access to SMART for students | 8konga, teachers | kaiako and administrators and managing system-
level reporting and transfer of results into the EDW.

6.2.6 Relationship between the Ministry and Janison

Section 11 of the Privacy Act 2020 (Privacy Act) states that an “agency” (i.e. the Ministry) remains responsible
for personal information even when it is held by another party on its behalf, referred to in section 11 as an
“agent”. This means the Ministry is accountable for ensuring compliance with the Information Privacy Principles
(IPPs) in the Privacy Act even where Janison is doing the day-to-day processing of that information.

As an agent or “data processor”’, Janison hosts the SMART platform, provides technical and security services
and processes personal information on instruction from the Ministry for the purposes of delivering SMART.

As an agent/data processor under section 11, Janison cannot use or disclose any personal information made
available to it via SMART for its own purposes. The Ministry’s contract with Janison (which is still under
negotiation at the time of drafting this PIA report) will therefore need to be clear that Janison has no
independent rights to use the personal information, including using personal information from SMART for its
own analytics purposes or to share such information with other customers.

6.2.7 How SMART is used by educators

The Ministry will structure and develop the twice-yearly assessments as follows.

e The Ministry will set an “assessment”, which is a structured test designed to evaluate a learner’s
knowledge, skills or competencies.

e Each assessment will be composed of individual “items”, namely questions or tasks designed to
measure specific skills or knowledge.

e Items will be stored in an “item bank”, which is a centralised repository that enables educators and
psychometricians to manage, organise and reuse content.

e The effectiveness of each item will be evaluated through “item performance” metrics, which help
determine how well the item measures learning and whether it aligns with curriculum goals. This is a
key concept in assessment design and evaluation that helps assess whether each item is effective,
fair and aligned with learning objectives.

e The Ministry engages external psychometricians to measure the quality and fairness of assessments
by testing items to see how they are performing, particularly for different demographic groups. In the
context of SMART, psychometricians will get a data extract showing each item, how students
answered it and some general demographic information for each student (e.g., year level, possibly
age group, ethnicity). These extracts will not contain any personal information like names or National
Student Numbers and the psychometricians will not be able to identify individual students | akonga
from the information provided.
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¢ Items can be “open-ended”, encouraging students | akonga to express their understanding in their
own words. Or they can be “closed-ended”, offering predefined options for quick and automated
scoring (e.g. multiple choice).

e Students engage with assessments as part of a scheduled “event” (i.e. a structured and scheduled
occurrence where one or more assessments are delivered to students), which is assigned by teachers.

e As students | akonga complete assessments, their responses are mapped against “essential
progress markers”, which act as milestones to track how far a student | akonga has advanced in their
understanding or skill development within a specific learning area over time.

6.2.8 Personal information flows in SMART
The following personal information is handled in SMART:

e Student | Akonga:
0 NSN (National Student Number)
School Student ID
First and last name
School | Kura
Gender
Ethnicity
Age; year or level
Email address (to support Single Sign On)
Student language and accessibility settings (e.g. high contrast, read aloud)
School enrolment information
Assessment participation details (e.g. answers to questions) and results
Information on progression through the curriculum

O O 0O OO0 O 0o O o o

e Teachers | Kaiako and School administrators
o Firstand last name
o Email address (for Single Sign On)
0 School | Kura
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The following flow diagrams illustrates how the personal information of students | dkonga, teachers | kaiako,

school administrators and Ministry staff is collected and used within SMART.

SMART Key information elements

Figure 1 - Key Information elements
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SMART Detailed information flow

Figure 2 - SMART Detailed Information flow
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Schools | Kura will not
access this environment
directly.

All tenants on E3 will
have the same version
of software but will have
separate configuration,
integration and data.

Also uses synthetic data of
students | akonga and
teachers | kaiako for training
purposes only.

Azure E3 Production This is the “live” system | Student personal
New (Production) used by the Ministry and | information as detailed above
Zealand schools. in section 6.2.8.
To provide a production | Teachers & school
environment for the administrator personal
MOE and schools. All information as detailed above
tenants on E3 will have in section 6.2.8.
the same version of
software but will have Before new assessments go
separate configuration, live, they may be tested in this
integration and data. production environment using
synthetic or obfuscated
information to make sure the
questions work properly.
Azure E3 Familiarisation | This is a “sandbox” None: No personal
New (Production) environment where information
Zealand students can practice
using the platform and
familiarise themselves
with digital
assessments.
All tenants on E3 will
have the same version
of software but will have
separate configuration,
integration and data.
Azure (Disaster Disaster In the event of a failure Student, teacher and school
Sydney Recovery) Recover of SMART in New administrator personal

Zealand, the solution will
use the Disaster
Recovery environment
in Australia until NZ
services are restored.

information: will hold the
same personal information as
held in the New Zealand
production environment (but is
normally inactive).
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Provides a near real-
time copy of the New
Zealand production
environment and the
information stored in
SMART.

The disaster recover
environment is NOT
used by users unless a
disaster has occurred.

6.3. Legal Authority and Context

Students | Akonga personal information is collected in SMART for the following purposes.

e To enable access to SMART and set individual accessibility preferences, including for assistive
technologies that help students complete computer-based assessments.

e To monitor student achievement and assess learning and measure progress against the New
Zealand Curriculum and Te Marautanga o Aotearoa.

e To provide feedback to students on achievements and next steps.

e To ensure assessments in SMART are valid, fair and unbiased across diverse student populations via
psychometric analysis of item/question performance in assessments.

e To enable system-level reporting by the Ministry, inform curriculum development and education
system planning, support schools with teaching and learning resources, monitor and report on student
achievement nationally and ensure the education system is equitable and responsive to learners’
needs.

e To support the wider Curriculum and Assessment Change Programme (CACP), which is aimed at
delivering a coherent, whole-of-pathway approach to assessment and reporting.

Teacher | Kaiako personal information is collected for the following purposes.
e Toenable single-sign on authentication for secure access to SMART.

e To allow teachers to administer and review assessments, assist with marking and use reports to
support student learning.

e To supports the Ministry’s accountability for quality of teaching resources and enables linking of
assessment data to teaching outcomes.

School Administrator personal information is collected for the following purposes:
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e To manage user access and school-wide configuration of SMART.
e To facilitate integration with school SMSs for consistency and reporting.
e Privacy Act 2020

The Ministry must comply with the Privacy Act 2020 (the Privacy Act) when collecting, using, storing
and disclosing personal information. The 13 Information Privacy Principles (IPPs) in the Act provide
the foundation that governs the protection of privacy for the collection, aggregation, use, disclosure,
storage, and access to personal information.

e Education and Training Act 2020

The Education and Training Act 2020 (Education Act) sets out New Zealand’s education and training
system (section 3), including the roles and responsibilities of the Ministry and school boards.

Relevant sections include the following.

e Section 5: Following consultation, the Minister of Education may issue a statement of national
education and learning priorities for primary and secondary education.

e Section 90: The Minister of Education may make foundation curriculum policy statements,
national curriculum statements and national performance measures.

e Section 127(2): To meet a board’s primary objectives in governing a school, the board must
have particular regard to the statement of national education and learning priorities issued
under section 5 and give effect to its obligations in relation to any foundation or national
curriculum statements and national performance measures, teaching and learning
programmes and the monitoring and reporting of students’ progress.

e Sections 125 and 131: A board is the governing body of it school and is responsible for the
governance of the school, including setting the policies by which the school is to be controlled
and managed. It has complete discretion to perform its functions and exercise its powers as it
thinks fit, subject to the Education Act, any other enactment and the general law of New
Zealand.

e Section 165: School boards must ensure their principal and staff monitor and evaluate the
performance of students and provide information about student performance to parents. The
board must also report to the Secretary (i.e. the Chief Executive of the Ministry), the school
community and parents on the performance of the school's students. Monitoring and
evaluation must include any foundation curriculum policy statements and national curriculum
statements made under section 90 of the Act.

One of the Ministry’s key roles is to provide support and resources for teachers’. That includes resources
for learning and assessment using platforms like SMART.

" See www.education.govt.nz/our-work/about-us/our-purpose-and-role/role-ministry-education
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e Education (School Boards) Regulations 2020

Regulation 21 of the Education (School Boards) Regulations 2020 (Education Regs) requires school
boards to use good quality assessment or aromatawai information to report on student progress and
achievement and provides some specifications for reports.

e Public Records Act 2005

The Public Records Act (PRA) governs the creation, maintenance and disposal of “public records” by
“public offices”, which include government departments like the Ministry of Education and schools.
Public records are broadly defined as any information created or received by a public office in the
course of conducting its affairs.

The Education (National Student Numbers) Notice 2023 (NSN Notice) is a legal instrument issued under the
Education and Training Act 2020. It sets out how National Student Numbers may be used in the education
system to maintain accurate educational records.

The Ministry and registered schools are authorised by the NSN Notice to use NSNs for various purposes,
including ensuring students’ educational records are accurately maintained. The collection and use of the NSN
by schools and the Ministry in relation to SMART is consistent with this purpose.

The Ministry is also authorised to establish and maintain student identities to support online learning, which
includes submission, assessment and moderation. The collection and use of the NSN by schools and the
Ministry in relation to SMART is consistent with this purpose. Schools are similarly authorised, though they
must only use the NSN for this purpose through a service for establishing and maintaining student identities
that has been approved by the Ministry.

The use of other unique identifiers in SMART and the extent to which they comply with IPP 13 is discussed in
the section 7 Compliance Assessment.

6.4. Collection

Refer to section 6.2.8 above and Appendix — Data Elements for full details. In summary, SMART will collect
and hold the personal information of students (the bulk of the data), teachers, school administrators. The
personal information of certain Ministry staff is also collected in SMART but is outside the scope of this PIA.

The following types of sensitive information will be collected and held in SMART.

Information type Who Purpose of collection
Children’s personal Student | akonga The personal information of children is sensitive given
information children’s inherent vulnerability and more limited

agency than adults.

This information is collected to assess and report on
student achievement and progress across the New
Zealand education system.
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Who & What Method and source of Purpose
collection
Assessment The Ministry directly collects Ministry consistent, system-wide data for

participation and results

students’ personal information in
the form of assessment results
within SMART.

monitoring and improving education
outcomes across New Zealand.

Students | akonga

Accessibility settings

Direct collection by MoE

Students | akonga can select their
own accessibility options within
SMART (e.g. larger text, higher
contrast, text-to-speech) and save
those preferences inside the
solution.

Settings are saved in SMART, not
the school’'s SMS record, and
automatically applied each time
the student uses it.

Accessibility settings enable fair, accessible
assessments tailored to each student’s
needs, including support for Special
Assessment Conditions (SAC).

Automatically applying them each time the
student uses the solution avoids repeated
setup and ensures a consistent experience.

This approach also minimises the collection
of personal (including sensitive) information
by storing in SMART only the accessibility
feature required (e.g., “text-to-speech
enabled”) and not the underlying condition
or diagnosis (e.g. dyslexia), which is likely
to be sensitive personal information.

Indirect collection:

Who & What

Method and source of
collection

Purpose

SMS: Students |
akonga

National Student
Number, name, gender,
ethnicity, year/ level,
class information and
assessment records.

Indirect collection by MoE via
SMS

Schools collect this information
directly from students via input
into their School Management
Systems (SMS).

The Ministry then collects this
information into SMART through
schools.

Schools collect student personal
information in their SMS so they can (1)
know who their learners are, (2) track their
learning progress, (3) provide the right
support and communication and (4)
manage enrolment and reporting
obligations. Each school’'s SMS is the
source of truth for student and class
information for each school.

Collecting this information indirectly through
schools means the Ministry avoids
repeatedly asking families for the same
information, ensures data is consistent and
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Who & What

Method and source of
collection

Purpose

enables the Ministry to meet its system-
level responsibilities for monitoring and
improving education outcomes.

DI4OL: Students |
akonga

DI40OL SSO details -
name, email address

Please note, in
alignment with section
4.3, DI4OL is now
referred to as Learner
Identity Broker
(formerly DI4OL -
Digital Identity for
Online Learning)

Indirect collection by MoE via
school MSFT/Google
environment

When students enroll at a school,
the school sets up a Microsoft or
Google account for the student
using their name and email
address.

The Ministry then collects this
information into SMART through
schools to set up SSO access via
the Ministry’s Digital Identity for
Online Learning (DI4OL) service.

DI40L is used to authenticate students |
akonga and confirm the right student is
signing in. This ensures tests are delivered
to the right learner and results are reported
correctly.

DI4OL is not yet widely in use. It is not
available for primary school students and is
yet to be fully adopted in secondary
schools. However, it remains a service that
the Ministry wants to develop over time.

In the interim, teachers will be able to use
SMART to generate a one-time code for
each student to access SMART based on
information drawn from their SMS. The
code is printed off and given to students
who then enter it in SMART to be matched
with their school record. This avoids the
need to collect identity details directly from
students.

ESL: Teacher | Kaiako;
school staff and
administrators

SSO details - name,
email address

Indirect collection by MoE
through schools

The Ministry’s Educator Sector
Logon (ESL) service is the main
identity and access management
service for education sector
personnel, facilitating SSO access
to Ministry systems, including
SMART.

Each school has an ESL “Online
Delegated Authoriser”, typically
the principal or a designated
teacher or administrator (ODA),
who grants the appropriate level
of access to teachers.

The ODA provides teachers |
kaiako and school administrators

ESL verifies a person’s identity and their
role (e.g. teacher, principal, administrator)
and enables teachers and school
administration staff to log in securely to
SMART, preventing access by anyone who
is not authenticated.

Once authenticated, teachers can assign
tests, create/view tests and produce
reports. Principals can manage access and
data-sharing settings and school
administrators can create and maintain
student/group details.
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Who & What

Method and source of
collection

Purpose

with an invitation to sign up to
ESL, which each individual then
completes with their name and
email address details so they can
be set up with SSO access to
Ministry systems.

Schools | kura do not use the
personal information collected for
ESL for their own purposes. The
Ministry collects it indirectly
through schools.

Teacher | Kaiako;
school administrators;
students | akonga

Support and helpdesk
interactions

Indirect collection by MoE
through

Teachers have access to
helpdesk and support services in
relation to the use of SMART,
including on behalf of students.

Helpdesk services will be provided
by Network 4 Learning (N4L), a
Crown-owned technology
company.

N4L will collect teacher, school staff and,
where relevant, student, personal
information to respond to requests for
assistance in relation to SMART. For
example, a teacher’s name, contact details
and school for inclusion in their support
tracking system.

If a query cannot be resolved by N4L, they
will pass the issue to the Ministry support
services along with the relevant personal
information (e.g. teacher | kaiako details).

How collection is communicated to individuals.

Who

How collection is communicated

Students | akonga

e SMS details: Schools communicate their collection and handling of student

personal information via their own privacy notices/statements.

o Assessment results and accessibility settings in SMART: An
equivalent statement to the e-asTTle Privacy Statement? will be developed
in relation to SMART and made available on the Ministry website.

o DI4OL SSO details / one-time pass: Nothing currently available.

2 https://newzealandcurriculum.tahurangi.education.govt.nz/e-asttle-overview-and-access/5637219681.p?activeTab=tab:2
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Teacher | Kaiako; o SSO details for ESL: The Ministry has an ESL privacy statement available
school administrators on its website at https://applications.education.govt.nz/education-sector-
logon-esl/esl-application-privacy

o Support and helpdesk interactions: N4L has a privacy statement that
refers to its interactions with the Ministry at https://www.n4l.co.nz/privacy-
statement/
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6.5 Storage and Security
Storage

All personal information in SMART is stored in Microsoft Azure data centres in New Zealand. Janison manages
the platform remotely from Australia.

e  Structured student information from school SMSs (e.g. name, class, demographic information) is
stored in a secure Microsoft Azure SQL (Structured Language Query) database, which provides
a secure, structured way of storing and managing personal information. Only users with
permission can see or change data.

e Unstructured data such as images (e.g. scanned assessments) and images relating to
assessment questions / items are stored within Azure Blob storage. “Blob” (Binary Large Object)
storage is a way of storing unstructured data at scale that ensures large unstructured files are
stored securely and retrievable when needed.

Data centre security
SMART features multiple layers of security to protect this information.

e The SMART assessment platform is hosted by Janison in a dedicated environment within
Microsoft Azure New Zealand, provisioned exclusively for the Ministry of Education. This means
no other Janison customers share this environment, ensuring data isolation and security.

e Azure Network Security Groups (NSGs) act like firewalls, with a “deny everything unless explicitly
allowed” rule. This means only the services that really need access can see the data.

e All information is encrypted both when stored and when sent across the network, using ciphers
(formulae that scramble information to keep it private) approved by the New Zealand Information
Security Manual (NZISM).

Infrastructure Access

If Janison requires additional lower-level access as providers of the solution, this is handled as follows.
e Janison staff log in through Janison’s Microsoft Entra ID to reach the SMART Azure environment.
e All user access at the infrastructure level requires Multi-Factor Authentication (MFA).

e Granular role-based access controls (RBAC) is placed on Azure Resources using least privilege
permissions.

e Privileged Access Management (PAM) is used for roles that have access to personal information
requiring “just-in-time” access, explicit approvals and time-limited access.

Access controls
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Ministry access controls

The following Ministry procedures and rules are in place for granting, reviewing and revoking access to SMART
when staff leave or change roles.

¢ New staff: When a new staff member joins the Ministry, they are entered into the Human Resources
Information System (HRIS). Once approved, a Microsoft Entra ID is automatically created, which
enables the staff member with the relevant privileges to log in to the Ministry environment, but not
specific systems or applications. Access to SMART will require a manual process and/or Standard
Operating Procedure (SOP) to be established to set up RBAC to SMART specifically. A manual
process and SOP for this purpose is yet to be developed, but we understand will be in place before
SMART goes live.

o Departing staff: When a staff member leaves the Ministry, their profile is updated in HRIS, which
automatically updates their Entra ID by disabling the staff member’s account and access to Ministry
resources.

¢ Role changes: A formal business process governing changes to SMART access permissions is yet
to be developed. This is not an automated process and will require an SOP to be created for the IT
help desk to action that will provide appropriate access permissions based on an individual’s role.

Access monitoring and logging

e Janison continuously monitors SMART for suspicious activity. It aims to detect and respond to any
unauthorised or suspicious attempts to access Ministry data, including personal information. All access
attempts are recorded, including successful and failed login attempts, as well as any modifications to
or deletions of Ministry data.

e The SMART platform will generate and retain detailed audit logs recording who accesses personal
information, when, their role and the function they were performing. This will enable the Ministry to
detect and investigate any unauthorised or inappropriate access or use of personal information,
provides an accountability trail for all users (including Ministry staff, schools | kura, Janison and
psychometricians) and will support periodic reviews and audits to confirm data is only used for
authorised educational purposes.

Education Data Warehouse access

The Ministry’s EDW will receive and store personal information from the SMART. The EDW acts as a central
data repository for the Ministry, integrating data across Ministry systems that is used for purposes such as
reporting student progression at scale.

The EDW is classified as suitable to hold SENSITIVE information under the Government Security Classification
System and the Ministry’s adoption of it through the NZISM. A SENSITIVE rating has stronger security and
privacy requirements than the IN-CONFIDENCE rating applied to SMART, including restricted access using
RBAC, identity management (Entra ID), restricted views and de-identification for wider reporting. The EDW is
designated to handle a higher tier of sensitivity because it aggregates and links large datasets from across the
education system, raising both privacy risk and systemic impact if breached.
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The EDW has its own Privacy Impact Assessment describing how the EDW handles personal
information. When new information is added to the EDW — as it will be when SMART is fully deployed — we
understand the PIA for the EDW will be revised.

As noted above, access to personal information in the EDW is controlled via RBAC, with personal information
held in separate views linked to user roles. Permissions are managed via the Ministry Entra ID system. Data
analysts with access to personal information create additional views that provide aggregated or de-identified
information for wider reporting.

Certification and Accreditation, including a full security assessment, is currently underway.

The agreement with Janison is currently in negotiation at the time of conducting this PIA. We understand it will
include appropriate clauses clearly defining the roles and responsibilities of the parties, including obligations
for Janison not to use or disclose any personal information for its own purposes.

It is expected that a similar approach will be adopted with other relevant third parties, including external item
developers (e.g. for Te Reo Maori items) and external psychometricians used to measure the quality and
fairness of items and assessments (noting they do not require or receive access to any personal information).

6.5.1. Information Classification

The Ministry has evaluated SMART and the information in it based on the New Zealand Government
Information Security Management Requirements — New Zealand Government Security Classification System
and recommended a security classification of “IN-CONFIDENCE”". That classification was endorsed by the
Ministry’s Deputy CISO after consultation with the Information team.

That security classification was selected because the system holds or processes information about learners
and/or education provider staff, unauthorised disclosure of which would adversely affect their privacy

6.6. Access and Correction

Access to, and correction of, personal information will be available as follows.

e SMS-held data: Most of the personal information in SMART is collected and stored by schools in their
respective SMSs. Students and teachers can therefore follow existing school IPP 6 and IPP 7
processes to access and correct their information.

e SMART results: Student personal information in the form of assessment results, accessibility settings
and progression information is collected and held in SMART.

o0 If assessment details are incorrect (e.g. entered incorrectly by a teacher), these can be
corrected directly by a teacher | kaiako.

0 Teachers | kaiako can correct student | akonga progression details within SMART, which
synchronises with and updates the relevant SMS where any changes are made in SMART.

o Student | akonga accessibility settings can be changed directly by a student | akonga or
teacher | kaiako in SMART.
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e SSO tools: Students | akonga, teachers | kaiako and administrators will follow the existing IPP 6 and
IPP 7 processes of DI4OL, ESL and N4L to access and correct their information.

6.7. Accuracy and Data Quality

Describe any known issues with data quality and how they are addressed before personal
information is used or disclosed.

We were not made aware of any known issues with data quality at this stage, noting that schools are
responsible for checking the quality of SMS data before they use it for monitoring or reporting on student
performance, including for uploading to SMART.

Given the Ministry is also collecting this information indirectly through schools, it too has IPP 8 obligations to
ensure personal information used in SMART is accurate, up to date, complete, relevant and not misleading.
This is discussed in the Compliance Assessment section.

6.8. Retention and Disposal

All state and state-integrated schools | kura are required to comply with the Public Records Act 2005, which
provides a framework for the creation and maintenance of public records. A “public record” is a record created
or received by a public office in the conduct of its affairs (s 4 PRA). All records created or received by schools
in the course of business are “public records” under the PRA, including enrolment forms, individual student
records and assessment records.

The PRA prevails over the provisions of the Privacy Act.

The School Records — Retention and Disposal Schedule (the School Retention Schedule) published by the
Ministry and the Archives New Zealand® was developed to help schools comply with the requirements of the
PRA. It requires all state and state-integrated schools to create and maintain processes to develop and
manage their school records. It sets out what schools | kura need to do to uphold the PRA, including information
about how long to keep school records. School boards are responsible for maintaining and monitoring school
records and cannot legally destroy any school records without the authority of Archives New Zealand, as
reflected in the School Retention Schedule.

The Ministry’s Records Services team has advised that the School Retention Schedule applies to the
information in SMART, as it did to e-asTTle.

In the context of SMART, student achievement records are public records about a student that are covered by
the Schools Retention Schedule. These records are held and maintained by the school as an official record of
each student’s | akonga educational achievement. The Ministry contributes to those records by recording
assessment results in SMART and sending those results back to schools.

Class 1.7 and 1.8 of the School Retention Schedule are the likely applicable classes to the records in SMART.

e Class 1.7 covers “Records relating to individual students kept by the school and not transferred on to
the student’s next school (except for those relating to students in class 1.9, and students’ own work —
not public records). Listed examples include school reports, test results, Unit Standard passes, internal
assessment grades, external exam results, progress and achievement data and care plans for
vulnerable students”.

8 https://web-assets.education.govt.nz/s3fs-public/2024-08/School-Records-Retention-and-Disposal-Schedule-
All.pdf?Versionld=jIDsjW8vQJbskiFsKnW05s.ldZv8H is
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0 These records need to be kept “until all operational / administrative actions and reporting
actions have been completed by the school. Then they can be destroyed with permission from
the board”.

e Class 1.8 covers “Records relating to individual students transferred to the student’s next school
(except for those relating to students in class 1.9, and students’ own work — not public records). Any
versions or copies retained fall into class 1.7)". Examples provided include academic progress records,
pastoral records and Resource Teacher Learning and Behaviour (RTLB) records.

0 These records need to be kept “until all operational / administrative and reporting actions have
been completed by the last attended school. Following this the period the records may be
destroyed with permission from the board”.

The “Data Retention and Disposal for the Education Data Warehouse (EDW)” schedule (EDW Schedule)
applies to Personal information from SMART that goes into the EDW. The Ministry’s Records Services team
has advised that this information is considered to be “longitudinal data held in EDW (extracted from operational
source systems)” that must be retained “indefinitely”.

Temporary Care Records Protection Instruction: The Chief Archivist has issued a temporary care records
protection instruction* (Temporary Care Instruction). It requires all care records in a school’s system to be
retained indefinitely and not disposed of, altered or destroyed. It is in place to protect public office care records
while work is undertaken to review the retention and disposal of State care records in relation to the Royal
Commission of Inquiry into Historical Abuse in State Care and in the Care of Faith-based Institutions.

“Care records” include records about students and staff that document the provision of care services to
individuals (a child or vulnerable adult in or who has been in State or non-State care) by State care and non-
State care organisations in certain care settings.

The Records Services team has advised that the Temporary Care Instruction will supersede the requirements
of the Retention Schedule because the records in SMART will include children’s “care records”. That is
because if a child in State care sits an assessment in SMART, this will constitute part of the student’s | akonga
care record.

The Temporary Care Instruction provides that child care records must be held indefinitely until Archives NZ
can give specific instructions.

Janison has advised that they will provide the Ministry with the capability to remove information from SMART
in support of the Ministry’s obligations under IPP 9 of the Privacy Act to only retain personal information for as
long as it is required for the purpose for which it may lawfully be used.

The Ministry is responsible for defining the criteria and process for such removal / deletion, including
authorisation for the removal of information as part of the SMART implementation. Janison has advised they
will implement the removal of personal information using a combination of built-in platform functions and
processes run at the Ministry’s request based on the Ministry’s requirements.

“ https://www.education.govt.nz/education-professionals/schools-year-0-13/administration-and-management/managing-school-records
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The Ministry is in the process of configuring SMART, which means retention and deletion requirements and
settings are not yet operational.
6.9. Use
The Ministry will collect and use personal information in SMART as set out in section 6.4 above.
o For Ministry use, see the table in section 6.5 above setting out access controls for different Ministry
teams and their reasons for access.

e Schools | kura will use the personal information in SMART as described in this report. School SMSs
are the source of most of the personal information that goes into SMART, which they collect for their
own purposes and therefore may use and disclose accordingly.

e As a data processor, Janison is not expected to use or disclose SMART personal information for its
OWN purposes.
Note that:
e The Ministry will not use any personal or other information in SMART to develop league tables at the
school | kura and/or teacher | kaiako level that rank schools according to academic results.

o Psychometricians, who determine the quality of “items” used in assessments, will not have access to
student | akonga personal information, such as NSNs or names.

The key third party involved in SMART is Janison, the provider of the SMART platform. Janison is expected to
be a service provider / data processor / agent under section 11 of the Privacy Act only, with no right to use or
disclose personal information in SMART for its own purposes. Appropriate provisions in support of this role
are expected to be included in the agreement between the Ministry and Janison, which is currently being
drafted at the time of this PIA.

Psychometrician services are provided by external service providers. We understand the relevant contracts
clearly specify that psychometricians may not use or disclose personal information that they access on behalf
of the Ministry for their own purposes. We note, however, that we have not sighted those agreements.

Schools:

e As part of the Ministry’s Professional Learning and Development (PLD) programme, teachers | kaiako
will receive targeted training on privacy responsibilities associated with the use of SMART.

e A privacy statement equivalent to the e-asTTle statement will be developed and published for SMART.

Janison: Janison provide mandatory training to staff, including in respect of data breaches and understanding
privacy. This training is provided in their LMS and staff completion is tracked.

The Ministry will ensure personal information in SMART is only used for the purposes for which it was
collected in the following ways.

e Contractual obligations: on Janison and psychometricians not to use or disclose the personal
information in SMART for their own purposes.
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Privacy training: All Ministry staff are given mandatory privacy training as part of the staff onboarding
process. This is required via the Ministry’s Learning Management System (LMS) and is supported by
compliance reporting to People Managers.

Audit logs and monitoring: The SMART platform will generate and retain detailed audit logs
recording who accesses personal information, when and what their role is. This will enable the Ministry
to detect and investigate any unauthorised or inappropriate access or use of personal information,
provide an accountability trail for all users, including Ministry staff, schools | kura, Janison and
psychometricians and support periodic reviews and audits to confirm data is only used for authorised
educational purposes.

Agreed procedures: Ministry staff use of SMART will be subject to the formal governance and
operational processes that the Ministry requires for all systems handling “IN-CONFIDENCE” personal
information. That includes access control management (e.g. RBAC aligned with the “need to know”
principle under the In-Confidence classification), use of secure SSO mechanisms to access SMART
and procedures for granting, reviewing and revoking access when staff leave the Ministry or change
roles.

Regular review of access controls: The Ministry's product management team within Te Pou
Hanganga, Matihiko — Digital (PM team) will meet regularly with Janison to discuss SMART service
levels, issues and performance. As part of those reviews, the DPM team will produce reports on user
access to SMART data. Where there are reports of unusual access to SMART, the PM team will work
with the business to validate, access or remove access as necessary.

SOPs for access: Other Ministry requests for access to SMART data will be managed by a SOP /
process that is yet to be developed.

. External Sharing

The Ministry will not disclose any personal information from SMART with external agencies or individuals
except as set out below.

Janison will have access to personal information in SMART but only as a processor (i.e. the Ministry’s
“agent” under section 11 of the Privacy Act). This is not a “disclosure” under the Privacy Act.

Personal information is never shared with or accessed by external psychometricians.

The personal information in SMART will be stored in the Microsoft Azure New Zealand environment, with back-
up to Azure Sydney for disaster recovery.

6.11

Unique Identifiers

Three different types of unique identifiers are used in the context of SMART.

1.

NSNs

National Student Numbers are assigned centrally by the Ministry of Education as the unique identifier for all
school students in New Zealand. SMART does not assign new NSNs but it will collect and use existing NSNs
imported from each school’s | kura SMS or from Ministry data sources.
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The NSN will be used as the key identifier to link a student’'s assessment data within SMART and across
related Ministry systems like the EDW. Functions supported by the NSN include:

e associating students with their assessments, results and progression through the curriculum;
e ensuring accuracy in reporting for teachers, schools and the Ministry; and
e linking results back into SMS and into the wider Ministry data ecosystem.

NSNs in SMART will be protected via access controls & SSO access for teachers | kaiako via ESL and,
eventually, for students | akonga via DI40L. This means that only authenticated users with an educational role
and purpose can see or use NSNs, reducing the risk of unauthorised access or unauthorised use of identifiers.

Security measures include encryption, secure hosting in New Zealand, regular penetration testing and
reporting, incident response aligned with ISO 27001 and monitoring of system access and audit logging.

2. Student IDs

Student IDs are identifiers generated and maintained within each school's SMS. They are different from the
NSN, which is generated by the Ministry. Student IDs are personal information under the Privacy Act 2020
because they can identify a student when combined with school data.

Schools provide files to SMART that include student groupings (e.g. classes, reading groups, intervention
groups). Each group record includes the school’s Student IDs, which SMART uses to construct and manage
these groups. When assessments have been completed, SMART then matches the results back to the Student
IDs, ensuring they are correctly mapped to the school’s local student records in the SMS. Accordingly, the
Ministry only uses Students ID in SMART to recognise which student belongs to which school-defined group
and send results back to the correct school record.

Student IDs have no meaning outside the school context and the Ministry does not use them for other
purposes, like national reporting, long-term storage, or analysis They function solely as a temporary “handle”
for exchanging data between SMART and school systems.

3. SMART IDs

A third type of identifier is generated inside SMART to separate student | akonga results from one another so
psychometricians can analyse test results and conduct item calibration without needing to see students’ official
identifiers. This helps ensure test questions are fair and reliable.

The SMART ID is a unique number distinguishing a student within the dataset and is not usable outside of
SMART. That is, it has no meaning if exported or matched against external systems.

SMART IDs are linked with:

e Student | akonga demographic information already in SMART (e.g. year level, gender, ethnicity,
language/learning needs),

e student | akonga answers,
e event-level data (timestamps, item attempts)
e item metadata (subject domain, skill, language).

This allows psychometricians to analyse how students interact with test items, calibrate item difficulty, and
maintain the validity and reliability of assessments.
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Importantly, psychometricians do not need access to NSNs or school-assigned Student IDs to do this work.
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7. Compliance Assessment

This assessment of SMART against the 13 Information Privacy Principles (IPPs) in the Privacy Act 2020 has been completed by Simply Privacy Ltd.
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IPP 2 requires agencies to collect personal information directly from the individual concerned
unless an exception applies.

DIRECT collection:

Assessment details: The Ministry directly collects students’ | akonga personal information
within SMART when students participate in assessments, scores are developed and
assessment results are generated.

Accessibility settings: The Ministry also directly collects the personal information of students’
| akonga when they select their own accessibility options within SMART (e.g. larger text, higher
contrast, text-to-speech) and save those preferences inside the solution. Automatically
applying those settings each time the student uses SMART avoids repeated setup and ensures
a consistent experience. It also minimises the collection of personal (including sensitive)
information by storing only the accessibility feature required (e.g., “text-to-speech enabled”),
not the underlying condition or diagnosis.

INDIRECT collection:

Most of the personal information in SMART is collected indirectly by the Ministry through schools. This
will comply with IPP 2 to the extent a relevant exception applies.

Student | akonga SMS information: The Ministry will collect student | akonga personal
information indirectly from schools, which collect, manage and store that data in their SMSs as
part of their enrolment and teaching processes. Each school's SMS is the source of truth for
student and class information for each school. The Ministry does not create new records but
instead relies on schools’ existing enrolment and teaching data that it imports into SMART as
required. This helps ensure SMART always has the most current student and class information
available for assessments. Once imported, this information is used in SMART to associate
students with their classes and deliver assessments to the right group.

0 Relevant exception: Non-compliance would not prejudice interests: IPP 2(a)
allows indirect collection where this would not prejudice the interests of the individuals
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Compliant

N/A
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concerned. Importing personal information from school SMSs appears to support
rather than undermine student and teacher interests. By relying on SMS updates rather
than asking individuals to provide their personal information repeatedly, SMART can
ensure that assessment data is always matched to the right student and class,
minimising risks of misattribution and inconsistency or errors in duplicated data..

0 Relevant exception: Compliance is not reasonably practicable in the
circumstances: IPP 2(f) may also apply on the grounds that getting personal
information directly from each student and teacher instead of through schools would
be impractical for the Ministry because it would be administratively unworkable and
resource-intensive given the volume of personal information involved. Each SMS is
already the authoritative record of this information and importing from it to SMART
avoids inefficiency, error and unnecessary duplication.

Student | akonga SSO information: The Ministry will collect student | &konga personal
information for SSO purposes indirectly through schools. When students enrol at a school, the
school sets up a Microsoft or Google account for the student | akonga using their name and
email address. DI4OL (which is operated by the Ministry) accesses that information in the
school’s Microsoft/Google environment and uses it to set up SSO access, which authenticates
students | akonga and ensures results are delivered and reported correctly.

DI4OL is not yet available for primary school students and is yet to be fully adopted in
secondary schools. In the interim, teachers will be able to use SMART to generate a one-time
code for each student to access SMART based on information drawn from their SMS. The code
is printed off and given to students who then enter it in SMART to be matched with their school
record. This avoids the need to collect identity details directly from students.

0 Relevant exception: Non-compliance would prejudice the interests of students
(IPP 2(a)): The Ministry’s indirect collection of personal information in the context of
DI40L and one-time passes is unlikely to prejudice the interests of students | 8konga
because the information is drawn from details already provided to schools, meaning
new information does not need to be collected. Using school-provisioned accounts
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avoids duplication and errors that could arise if students had to supply these details
again. The data is used only for authentication purposes to ensure assessments and
results are matched to the correct learner, which is ultimately beneficial for students |
akonga and ensures others cannot access their SMART profiles.

Relevant exception: Compliance is not reasonably practicable in the
circumstances (IPP 2(f)): Directly collecting SSO identifiers from each student |
akonga would require duplicating school account processes and constant re-
verification. It is not reasonably practicable and using school-created accounts or
teacher-issued codes provides accurate, efficient authentication without added burden
on students | akonga.

e Teacher SSO information (ESL): The Ministry collects the personal information of teachers
and school administrators indirectly via schools so it can set them up with SSO access to
Ministry systems, including SMART, using its Educator Sector Logon (ESL) service.

(0]

Relevant exception: Non-compliance would not prejudice interests (IPP 2(a)):
Collecting teacher | kaiako and school | kura administrator information indirectly
through schools to provision access to ESL does not prejudice staff interests because
the information is only used for identity verification and secure, role-based access to
SMART, and not for school purposes. Indirect collection ensures authentication is
accurate and consistent, avoiding duplication and additional burden on staff.

¢ Helpdesk information (N4L): The Ministry may collect the personal information of teachers

and school administrators indirectly via the N4L help desk service. On occasion, student

|akonga personal information may also be collected. This information is used to respond to

requests for assistance in relation to SMART.

(0]

Relevant exception: Non-compliance would not prejudice interests (IPP 2(a)):
The Ministry’s receipt of teacher and administrator details from N4L’s helpdesk does
not prejudice their interests, as the information is only used to resolve the individual’s
support request and is consistent with what they would expect when seeking help.
Indirect collection through N4L also avoids teachers needing to provide the same
details separately to the Ministry, supporting data minimisation principles.
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IPP 3A (which comes into force on 1 May 2026) will apply to the indirect collection of personal
from an individual. It will require any agency collecting personal information from a source other
than from the individual concerned to take reasonable steps to ensure that the individual is
aware of the information required under IPP 3, unless an exception applies.

The Ministry collects most of the personal information in SMART indirectly through schools as set out
below. Those indirect collections are permitted to the extent the identified exceptions apply. On that
basis, these collections are likely to comply with IPP 3A. However, we note the risk of a residual
perception of a lack of transparency by the Ministry, hence Risk R02.

1.

2,

SMS data imported into SMART: The Ministry indirectly collects student | akonga personal
information through school | kura SMSs. Unless an exception applies, IPP 3A will require the
Ministry to ensure students | akonga (and ideally their parents/whanau) are aware that personal
information supplied to schools will also be imported into SMART for assessment-related purposes.

The exception in IPP 3A(3) provides that such notice is not required if the individuals concerned
have previously been made aware of the agency’s indirect collection of the information. That will
not be the case here as this is a new indirect collection by the Ministry. In addition, it will require
that schools’ enrolment privacy notices explicitly state that student information will be disclosed to
the Ministry for assessment, which is unlikely to be the case.

However, the Ministry can argue it is not reasonably practicable for the Ministry to notify each
student | akonga directly that their enrolment details will be imported from the school SMS into
SMART (IPP 3A(4)(e)). This is because schools are legally separate entities and manage their own
enrolment processes, meaning the Ministry does not have direct contact with students and families
at the point of collection. While the Ministry could issue general privacy statements and even
template privacy notices to schools (and we recommend that it does), it cannot require schools to
incorporate this messaging into their enrolment notices. Given the scale of students across New
Zealand schools, and the reliance on schools as the “source of truth” for enrolment data, the
Ministry may reasonably argue that direct compliance with IPP 3A is not practical.

DI4OL - Student | akonga information collected by schools: The Ministry accesses student |
‘akonga name and email address information from school-provisioned Microsoft/Google accounts
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6 Upcoming new requirement relating to indirect collection of personal information. Amendment not yet passed or in force. See: Privacy Amendment Bill 292-1 (2023), Government Bill Explanatory note —
New Zealand Legislation
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to facilitate SSO access for those individuals using DI4OL. Unless an exception applies, IPP3A will
require the Ministry to tell students | akonga (and their families | whanau) that school-created
accounts and one-time passcodes will also be used for authentication into SMART.

Much like in relation to SMS data, the exception in IPP 3A(3) that notice is not required if the
individuals concerned have previously been made aware of the agency’s indirect collection of the
information is unlikely to apply here. There does not appear to be a privacy notice available for
DI40L. In addition, we understand a separate PIA for this service is in the process of being updated
and finalised, which identified a medium-rated risk relating to transparency with students | akonga
and their parents/guardians | whanau about the purpose of collection and disclosure to the Ministry.

The Ministry can, however, argue it is not reasonably practicable to notify every student | akonga
directly that their Microsoft/Google account details (nhame and email address) will be accessed by
DI4OL for single sign-on (IPP 3A(4)(e)). Those accounts are created and managed by schools as
part of student enrolment and school ICT provisioning, processes over which the Ministry has no
direct control. The Ministry cannot require schools to consistently communicate the Ministry’s role
in authentication at the point accounts are established. Given the scale of account creation across
schools and the fact that DI4OL is only gradually being rolled out, the Ministry can reasonably argue
that direct compliance is not practical. Instead, alternative steps such as including privacy
information in Ministry-level notices, providing template wording for schools and giving clear
information when students first use DI4OL should be used to meet the intent of IPP 3A.

SMART one-time passes - Student | akonga information collected by schools:

For schools | kura not yet using DI4OL (i.e. the majority of them), teachers | kaiako can generate
one-time pass codes in SMART for students sitting an assessment in SMART. Those codes are
based on information from the relevant SMS and involve the transfer of some limited personal
information into SMART from the SMS to enable authentication.

The exceptionin IPP 3A(3) (which applies where individuals have already been made aware of the
indirect collection) is unlikely to apply because there is no evidence that schools communicate how,
why and when they collect student personal information in this context.
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IPP 5 requires agencies to ensure reasonable safeguards are in place in the circumstances to
prevent loss, misuse or disclosure of personal information. The OPC states that if an
organisation has a notifiable privacy breach, it must notify them as soon as possible (within 72
hours)3.

Relevant considerations include physical, electronic and operational security, as well as security during
transmission and destruction. What is appropriate in the circumstances depends on the sensitivity of the
personal information involved, how it is being used, the available security measures and the
consequences for individual if the information is not kept secure.

SMART does not yet have current Certification and Accreditation, which would provide a level of
assurance that security safeguards are reasonable in accordance with IPP 5. We understand this
process is currently underway and recommend following the more detailed security findings that
assessment will produce. From the evidence provided, the Ministry’s use of SMART appears to be
compliant with IPP 5 due to the following measures. However, we note potential risks associated with
manual processes for updating RBAC when a Ministry staff member changes roles as discussed in R03.

Data storage in New Zealand: All personal information is stored in Microsoft Azure data centres
in New Zealand, with the exception of the disaster recovery back up in Australia.

Segregation of data: Ministry data is kept in a separate, secure section of the Janison network,
isolated from other customers. This prevents data mingling and accidental disclosure and
supports privacy protection.

Database and storage security: The use of enterprise-grade cloud storage with government-
level compliance certifications is consistent with reasonable safeguards.

Encryption: All personal information is encrypted while it is stored in SMART. It is also encrypted
in transit when personal information travels across the network (e.g. from a school to SMART,
from SMART to the Ministry, or between systems inside Azure).

Access controls: Role-based access controls linked to Ministry identity providers (DI4OL, ESL,
_Entra ID), multi-factor authentication at the infrastructure level and privileged access
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IPP 10 requires agencies to only use personal information for the purposes for which it was Partially Compliant
originally collected, with limits on the use of personal information for different purposes. Other
usage may be permissible, such as use that is directly related to the original purpose, with

consent or under another exception to IPP 10.

The Ministry is yet to develop a privacy statement for SMART, which would typically specify the purposes
for which personal information collected by the platform will be used. However, the relevant purposes

for collection described in this assessment can be summarised as follows.

To provide a system to conduct assessments and record results that can be reported to
student | akonga, families | whanau, teachers | kaiako, schools | kura and the Ministry.

To inform the student | akonga, teachers | kaiako and schools | kura of the progression aligned
to the NZC | TMoA and help inform teaching practices.

To help the Ministry identify where educational resources are needed across the country.
To provide accessibility features so all students | akonga can participate.

To ensure assessments in SMART are valid, fair and unbiased across diverse student
populations by support the analysis of item performance in assessments.

To enable single-sign on authentication for secure access to SMART.

At this early stage, the expected uses of personal information in SMART are expected to align with those

purposes. But the Ministry will need to take care to ensure that it:

a)

b)

c)

defines its purposes with sufficient breadth to ensure all expected uses are captured (including
future usage);

communicates those purposes and uses in its privacy notices and communications; and

implements appropriate measures to manage the risk of scope creep. Existing measures are
discussed in section 6.9 of the main body of this PIA and appear to be largely sufficient at this
stage, though scope creep risks remain. See the further discussion in relation to R06 in the Risk
Assessment section.
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IPP 13 requires agencies to only assign unique identifiers to people when that is necessary for Compliant
its functions. Agencies cannot assign a unique identifier that has already been assigned to that

individual by another agency but they can record and use a person’s unique identifier to

communicate with another organisation about the individual. Organisations must also take

reasonable steps to protect unique identifiers from misuse and make sure they verify

someone’s identity before assigning a unique identifier.

National Student Numbers: NSNs are centrally assigned by the Secretary for Education under the
Education and Training Act 2020, as authorised in the NSN Notice. They are the official unique
identifier for all students in New Zealand.

Under the NSN Notice, the Ministry and registered schools are authorised to use those unique identifiers
for various purposes, including ensuring students’ educational records are accurately maintained. The
Ministry is also authorised to establish and maintain student identities to support online learning, which
includes submission, assessment and moderation.

The Ministry handling of NSNs in SMART appears to be consistent with IPP 13 for the following reasons.

e NSNs are not assigned by SMART. They are assigned and maintained by the Secretary for
Education under statutory authority.

e SMART does not reassign NSNs or generate derivative identifiers. It uses the existing NSN as
the official unique identifier for lawful, education-related purposes.

e Students | 8konga are not asked to disclose their NSN directly to SMART. Instead, NSNs are
provided via school SMS or Ministry data sources.

e The Ministry takes reasonable steps to safeguard NSNs from misuse by treating them as “In-
Confidence” information, applying access controls and Single Sign-On (SSO), encrypting data,
hosting SMART securely in New Zealand, undertaking regular penetration testing, monitoring
access with audit logs, and ensuring incident response processes are aligned with ISO 27001.
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Student IDs: Student IDs are school-assigned identifiers generated in each school's SMS. In SMART, |
they are used only to build and manage groups of students (e.g. classes, reading groups) and ensure
assessment results are correctly matched and returned to the school’'s SMS. '

SMART’s handling of school-assigned Student IDs is consistent with IPP 13 for the following reasons.

e Student IDs are not assigned by the Ministry or SMART. They are created and maintained by
each school as part of SMS operations.

e SMART does not reassign Student IDs or treat them as Ministry identifiers. They remain school-
specific and the Ministry simply records these unique identifiers assigned by schools for the sole
purpose of communicating with schools about the individual.

e Students | akonga are not asked to disclose Student IDs to the Ministry / SMART. Instead, IDs
are transferred automatically from the school’s SMS.

e The Ministry takes reasonable steps to safeguard Student IDs from misuse by treating them as
“In-Confidence” information, ensuring their secure transfer between SMS and SMART, applying
access controls and audit logging within SMART and not retaining them beyond what is needed
to return results.

SMART IDs

SMART IDs are internally generated within the SMART platform to enable psychometricians to analyse
student responses and item performance without reference to NSNs or school-assigned Student IDs.
Each SMART ID is unique within SMART, has no meaning outside the solution and is not shared or used
by other agencies. It is not an “official” identifier like an NSN, nor is it visible to schools or students.

SMART’s handling of SMART IDs is consistent with IPP 13 for the following reasons.

e SMART IDs are only allocated to individuals where necessary to support the Ministry’s legitimate
functions of psychometric analysis and calibration of assessment items.
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